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Summary
This report has been prepared for 5table Finance to discover issues and
vulnerabilities in the source code of the 5table Finance project as well as any
contract dependencies that were not part of an officially recognized library. A
comprehensive examination has been performed, utilizing Static Analysis and
Manual Review techniques.
The auditing process pays special attention to the following considerations:
-

Testing the smart contracts against both common and uncommon attack
vectors.

-

Assessing the codebase to ensure compliance with current best practices
and industry standards.

-

Ensuring contract logic meets the specifications and intentions of the client.

Cross-referencing contract structure and implementation against similar smart
contracts produced by industry leaders. Thorough line-by-line manual review of
the entire codebase by industry experts.
The security assessment resulted in findings that ranged from high to low severity
issues. We recommend addressing these findings to ensure a high level of security
standards and industry practices.
We suggest recommendations that could better serve the project from the security
perspective: Enhance general coding practices for better structures of source
codes; add enough unit tests to cover the possible use cases; provide more
comments per each function for readability, especially contracts that are verified in
public; provide more transparency on privileged activities once the protocol is live
and perform KYC.

Overview
DeFi Shield was commissioned by the 5table team to perform an audit of
their smart contracts. The audit was conducted between Jan 25 and Jan 30, 2022.
The purpose of this audit was to achieve the following:
● Identify potential security issues with smart contracts.
● Formally check the logic behind given smart contracts.
Information in this report should be used for understanding the risk exposure of
smart contracts, and as a guide to improving the security posture of smart
contracts by remediating the issues that were identified.

Project Summary
Project Name: 5table Finance
Platform: Fantom Foundation
Language: Solidity
Websites: https://5table.finance/ ; https://app.5table.finance/dashboard

Audit Summary
Issues Found:
● High

2 (15.5%)

● Medium

5 (38%)

● Low

2 (15.5%)

● Informational

4 (31%)

Delivery Date: Feb 3, 2022.
Checked with full KYC.

Contracts
ID

Name

Contract

T5

BEP20

0x14d6111dbfD64CEb9676a494BF86AA9f7DD54acC

MS

MainStakingContractFTM

0xc667b48d3dac935c94760322bf6a5a5af75806d7

GP

GovernancePool

0x51A14119F706769C7409296F7268f20c13FBF51a

S0

StrategyFTM

0x54411Ea7fE19fbF0fFe6d572F0cF0B3376e0FB12

S1

StrategyFTM

0x59fE90BE8277d1DdE9472547Ee31d4f0551ACF8A

S2

StrategyFTM

0x07EF456C0F97608DC8A769c12Fd530264f7C85be

S3

StrategyFTM

0x3421a353bce31bF6fC7efEE533091C74D9E5D169

P50

PartnerPool

0x388bedf8738534b655cc7c5ac9cff60692a283ea

P51

PartnerPool

0x16C401F28f76c6e4b34cFDA751F1fb5a6EDA8bBa

P52

PartnerPool

0x8f94f3794DB5aF6B15fAf023212b5F6E58b69867

P53

PartnerPool

0xE7FAe8f445FA234aB9f5f97a913B607d73E83319

P54

PartnerPool

0xf65F76315E35B2788c800753Cc4B4683A4Ac9190

Found Issues
ID

Title

Severity

Status

MS-01

Centralized withdrawal of token

High

Pending

MS-02

Centralized funds allocation

High

Partially Resolved / KYC

MS-03

Optimization Gass Fee

Low

Acknowledged

GP-01

Centralized Control of Fee Parameters

High

Resolved

S0-01

Wrong expresion at comment

Informational

Acknowledged

S1-01

Wrong expresion at comment

Informational

Acknowledged

S2-01

Wrong expresion at comment

Informational

Acknowledged

S3-01

Wrong expresion at comment

Informational

Acknowledged

P50-01

Centralized Control of Fee Parameters

Medium

Resolved

P51-01

Centralized Control of Fee Parameters

Medium

Resolved

P52-01

Centralized Control of Fee Parameters

Medium

Resolved

P53-01

Centralized Control of Fee Parameters

Medium

Resolved

P54-01

Centralized Control of Fee Parameters

Medium

Resolved

MS-01. Centralized withdrawal of tokens

The function inCaseTokensGetStuck can be used to pull out tokens.

Recommendation: Although the MainStakingContractFTM contract has only
native tokens in it, we recommend adding an extra layer of security by
limiting the withdrawal for just native tokens.
Alleviation and team answer: “being a low severity issue, we will face it after
making the most important changes first”.

MS-02. Funds allocation can be changed by the owner

The function strategyReinvestToAnotherStrategy can alter the allocation of
the funds into any strategy contract chosen.

Recommendation: This is the intended functionality of the protocol,
however, users should be aware of this functionality. We recommend
renouncing the ownership of the contract to governance, setting a 48 hours
timelock and performing a KYC.

Alleviation: Team heeded our advice by satisfactorily adding a 48 hours
timelock and performing a KYC.

MS-03. Optimization Gas Fee

The function strategyReinvestAll can be subjected to high gas fee costs in
case of having many strategies.

Recommendation: We recommend limiting the number of strategies.
Alleviation: Gass fee will depend on the amount and type of strategy.
Limiting the number of strategies is detrimental to the nature of the project.

GP-01. Centralized Control of Fee Parameters

The function setWithdrawalFeeBP can alter the taxFeeFactor being able to
be settled to 100% by the owner which directly affects the interests of users.

Recommendation: We recommend setting a maximum value for this
parameter.
Alleviation: team heeded the advice and transferred the ownership of the
GovernancePool from the dev address to a new contract called PoolWrap
with a max withdrawal fee and max deposit fee set to 3%. New PoolWrap
contract: 0x7Db1c38E282d44A62F02F80A804b714c86533795

S0-01. Wrong Expression at comment

The comments at lines 90, 523, and 539 refer to “wbnb” when it should be
“wftm”.
The comments at line 90, 180, 186, 193, 204, 217, 277, 305, 312, 323, 330,
388, 410 refers to “BUSD” when it should be “USDC”.

Recommendation: We recommend changing the word “wbnb” for “wftm” and
“BUDS” for “USDC”.

Alleviation: Contract is already deployed making it impossible to change the
word expression. These changes don't affect the essence of the code.

S1-01. Wrong Expression at comment

The comments at lines 90, 523, and 539 refer to “wbnb” when it should be
“wftm”.
The comments at line 90, 180, 186, 193, 204, 217, 277, 305, 312, 323, 330,
388, 410 refers to “BUSD” when it should be “USDC”.

Recommendation: We recommend changing the word “wbnb” for “wftm” and
“BUDS” for “USDC”.

Alleviation: Contract is already deployed making it impossible to change the
word expression. These changes don't affect the essence of the code.

S2-01. Wrong Expression at comment

The comments at lines 90, 523, and 539 refer to “wbnb” when it should be
“wftm”.
The comments at line 90, 180, 186, 193, 204, 217, 277, 305, 312, 323, 330,
388, 410 refers to “BUSD” when it should be “USDC”.

Recommendation: We recommend changing the word “wbnb” for “wftm” and
“BUDS” for “USDC”.

Alleviation: Contract is already deployed making it impossible to change the
word expression. These changes don't affect the essence of the code.

S3-01. Wrong Expression at comment

The comments at lines 90, 523, and 539 refer to “wbnb” when it should be
“wftm”.
The comments at line 90, 180, 186, 193, 204, 217, 277, 305, 312, 323, 330,
388, 410 refers to “BUSD” when it should be “USDC”.

Recommendation: We recommend changing the word “wbnb” for “wftm” and
“BUDS” for “USDC”.

Alleviation: Contract is already deployed making it impossible to change the
word expression. These changes don't affect the essence of the code.

P50-01. Centralized Control of Fee Parameters

The function updateWithdrawalFeeBP can alter the taxFeeFactor being able
to be settled to 100% by the owner which directly affects the interests of
users by losing the earned funds.
Recommendation: We recommend setting a maximum value for this
parameter.
Alleviation: team heeded our advice and transferred the ownership of the
PartnerPool from the dev address to a new contract called PoolWrap with a
max withdrawal fee and max deposit fee set to 3%. New PoolWrap contract:
0x1e8366650b70cde358b1866c600b6e785b962f45.

P51-01. Centralized Control of Fee Parameters

The function updateWithdrawalFeeBP can alter the taxFeeFactor being able
to be settled to 100% by the owner which directly affects the interests of
users by losing the earned funds.
Recommendation: We recommend setting a maximum value for this
parameter.
Alleviation: team heeded our advice and transferred the ownership of the
PartnerPool from the dev address to a new contract called PoolWrap with a
max withdrawal fee and max deposit fee set to 3%. New PoolWrap contract:
0x9cce529afd577cb8e8c8ef95983d4e130b9dee56.

P52-01. Centralized Control of Fee Parameters

The function updateWithdrawalFeeBP can alter the taxFeeFactor being able
to be settled to 100% by the owner which directly affects the interests of
users by losing the earned funds.
Recommendation: We recommend setting a maximum value for this
parameter.
Alleviation: team heeded our advice and transferred the ownership of the
PartnerPool from the dev address to a new contract called PoolWrap with a
max withdrawal fee and max deposit fee set to 3%. New PoolWrap contract:
0x24c9172b4e4ba7bd8bec4a38c3e62c2b0598b315.

P53-01. Centralized Control of Fee Parameters

The function updateWithdrawalFeeBP can alter the taxFeeFactor being able
to be settled to 100% by the owner which directly affects the interests of
users by losing the earned funds.
Recommendation: We recommend setting a maximum value for this
parameter.
Alleviation: team heeded our advice and transferred the ownership of the
PartnerPool from the dev address to a new contract called PoolWrap with a
max withdrawal fee and max deposit fee set to 3%. New PoolWrap contract:
0x8fd30a9997dadd414c32818664e710f8907bca2a.

P54-01. Centralized Control of Fee Parameters

The function updateWithdrawalFeeBP can alter the taxFeeFactor being able
to be settled to 100% by the owner which directly affects the interests of
users by losing the earned funds.
Recommendation: We recommend setting a maximum value for this
parameter.
Alleviation: team heeded our advice and transferred the ownership of the
PartnerPool from the dev address to a new contract called PoolWrap with a
max withdrawal fee and max deposit fee set to 3%. New PoolWrap contract:
0xa0cdec33e3369ad226290c5feba5cde2fc9cfd44.

Conclusion
Team responses were added below the issue description. Audit includes
recommendations on the code improving and preventing potential attacks.
2 high, 5 medium, 2 low, and 4 informational issues were found. Team responses
were added below the issues description.
Audit includes recommendations on the code improving and preventing potential
attacks.
The token contract has been passed without issues.
The team responded satisfactorily and performed a KYC as recommended.

DeFi Shield Blockchain Security Appendix.
Issues’ severity classification:
High. Issues that may lead to a limited loss of funds, break interaction with users,
or other contracts under specific conditions. Also, issues in a smart contract, that
allow a privileged account the ability to steal or block other users' funds.
Medium. Issues that do not lead to a loss of funds directly, but break the contract
logic. May lead to failures in contracts operation.
Low. Issues that are of a non-optimal code character, for instance, gas
optimization tips, unused variables, errors in messages.
Informational. Issues that do not impact the contract operation. Usually,
informational severity issues are related to code best practices, e.g. style guide.

Disclaimer
This is a limited report on our findings based on our analysis, in accordance with
good industry practice at the date of this report, in relation to cybersecurity
vulnerabilities and issues in the framework and algorithms based on smart
contracts, the details of which are set out in this report.
In order to get a full view of our analysis, it is crucial for you to read the full report.
While we have done our best in conducting our analysis and producing this report,
it is important to note that you should not rely on this report and cannot claim
against us on the basis of what it says or doesn’t say, or how we produced it, and it
is important for you to conduct your own independent investigations before
making any decisions.
We go into more detail on this in the disclaimer below – please make sure to read it
in full.
By reading this report or any part of it, you agree to the terms of this disclaimer. If
you do not agree to the terms, then please immediately cease reading this report,
and delete and destroy any and all copies of this report downloaded and/or printed
by you.
This report is provided for information purposes only and on a non-reliance basis
and does not constitute investment advice. No one shall have any right to rely on
the report or its contents, and DeFiShield and its affiliates (including holding
companies, shareholders, subsidiaries, employees, directors, officers, and other
representatives) (DeFiShield) owe no duty of care towards you or any other person,
nor does DeFiShield make any warranty or representation to any person on the
accuracy or completeness of the report.
The report is provided "as is'', without any conditions, warranties, or other terms of
any kind except as set out in this disclaimer, and DeFiShield hereby excludes all
representations, warranties, conditions, and other terms (including, without

limitation, the warranties implied by law of satisfactory quality, fitness for purpose
and the use of reasonable care and skill) which, but for this clause, might have
effect in relation to the report. Except and only to the extent that it is prohibited by
law, DeFiShield hereby excludes all liability and responsibility.

